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Why security matters

• In today’s environment, threats to security come 
from many directions. 

• It is important that organisations have systems in 
place to reduce their vulnerabilities. 

• Threats may include natural disasters and weather 
events, violence, damage to organisational property, 
fraud, theft, espionage and cyber-criminal attacks.



What protective security is 

• Protective security is the framework applied to 
protect your people, information, and assets. 

• Protective security encompasses existing 
organisational practices such as health and safety, 
privacy, business continuity, incident management, 
and emergency and disaster management.



Purpose of the PSR

The Protective Security Requirements help New Zealand 
entities:

• take appropriate measures to protect their people, 
information and assets domestically and overseas

• identify their individual levels of security risk tolerance

• achieve the mandatory requirements for protective security 
expected by government

• develop an appropriate security culture to securely and 
effectively meet their business goals.



How the PSR is Structured

20 “Mandatory” Requirements

Consider them “Security Objectives”

Emphasis on GOVERNANCE

Tools designed to assist with raising security profile

Capability Maturity Model

Best Practice Security Guidance

To be applied consistent with organisational security risk profile 



Protective Security Framework 

SECURITY GOVERNANCE 
Ensuring you have security management structures, procedures and 

culture in place to respond appropriately to security events. 

PERSONNEL SECURITY 

Ensuring your people are trusted to have access to 
official information and assets. 

PHYSICAL SECURITY 

Providing and maintaining a safe and secure 
working environment. 

INFORMATION SECURITY 

Ensuring the confidentiality, integrity and 
availability of your information is protected. 



How the PSR Works
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GOVERNANCE

Effective protective security supports 

your business goals and fits your 

organisational culture. 

It addresses the security threats and 

vulnerabilities that put your people, 

information and assets at risk. 

Building the right security culture for 

your organisation is essential.

This requires commitment and 

leadership from the top.



GOV 2
Take a Risk-Based Approach

Adopt a risk management approach that covers every 
area of protective security across your organisation, in 
accordance with the New Zealand standard ISO 
31000:2018 Risk Management – Guidelines.

Develop and maintain the security policies and plans that 
meet your organisation’s specific business needs.  Make 
sure you address security requirements in all areas: 
governance, information, personnel, and physical. 



GOV 2 Take a Risk-Based Approach

Identify Risks

Assess the likelihood and impact

Assess against vulnerabilities and existing mitigations

Specify risk tolerance

Determine measures to reduce or eliminate risks

Accept responsibility for residual risk

Implement security measures 



GOV 2 Take a Risk-Based Approach

Communicate About Risk Management To Raise 
Awareness

Develop Effective Policies And Plans



GOV 5
Manage Risks When Working With Others

Identify and manage risks to your people, 
information, and assets, before you begin 
working with others who may become part of 
your supply chain.



GOV 5
Manage Risks When Working With Others

The PSR applies as much to your service providers 
and outsourced services as it does to your internal 
operations.

Specify security requirements for suppliers as you 
do for your own (Like OH&S)



GOV 8 
Assess your capability

Use an evidence based assessment process to provide 
assurance that your organisations security capability is 
fit for purpose. 

Provide an assurance report through the protective 
security requirements team if requested

Review your policies and plans every 2 years, or sooner 
if changes in the threat or operating environment make 
it necessary.



GOV 8 
Assess Your Capability

The assessment and reporting process provides stakeholders 
with an assurance that :

Your people are safe.

Your essential resources are retaining their 
confidentiality, integrity and availability.

An annual self assessment helps your organisation to  know if 
your security measures are right, and to improve security if 
you need to.



Personnel Security Matters!

Insider threats come from our past or present employees, 

contractors or business partners. They can misuse their inside 

knowledge or access to harm our people, our customers, our 

assets or our reputation.
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Information Security Matters!

Every organisation relies on the confidentiality, integrity, and 

availability of the information it processes, stores, and 

communicates. Robust information security is a business enabler.





Physical Security Matters!

Physical security is a key component of your health and safety 

regime. Physical security combines physical and procedural 

measures





QUESTIONS?


